Artificial Intelligence for Web-Based Application Security and
Threat Detection

Abstract

The rapid growth of web-based applications has increased the risk of cyber threats, making web
application security acritical concern. Web application security faces challenges due to the lesser
number of malicious requests compared to the large volume of benign requests. Artificial intelligence
(Al) significantly enhances cybersecurity by enabling intelligent risk mitigation through automated
threat detection and response. Al-driven systems analyze vast amounts of datain real time,
identifying patterns and anomalies that might indicate cyberattacks.

Objective

? The primary objective isto explore and identify a set of open-source tools suitable for securing web-
based applications. The study also ams to demonstrate the hands-on experience of selected tools on
web applications.

? The project would focus on identifying vulnerabilities and security flaws in web environments

using

artificial intelligence.
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